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Decision/action requested

Description of KI resuting in security requirements for the external user plane interfaces at DS-TT and NW-TT for inclusion into TR 33.851.
Rational

RFC 7384 defines security requirements for time protocols. A non-compliant 5GS may not meet security requirements in a TSN domain and thus be unusable as TSN bridge or if used pose a security risk to other nodes in the network domain. For integrating a 5GS as a TSN bridge in an IEEE TSN network, the 5GS must be compliant with potential security requirements in a TSN domain.

In this KI, the security requirements for the external user plane interfaces at DS-TT and NW-TT are to be determined. Exemplary security requirements are confidentiality, authenticity, integrity and replay protection. RFC 7384 introduces IPsec, MACsec or IEEE 1588-2008 Annex K to fulfil these security requirements.
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Abbreviations

5G



Fifth Generation

5GS



Fifth Generation System

ARP



Address Resolution Protocol 
BMCA



Best Master Clock Algorithm
CNC



Centralized Network Configuration

CP



Control Plane

CUC



Centralized User Configuration

DS-TT



Device Side Translator
DoS



Denial of Service

gPTP



generalized Precision Time Protocol

IIoT



Industrial Internet of Things

IP



Internet Protocol

KI



Key Issue

Ln



Layer n

MAC



Media Access Control

NW-TT



Network Side Translator

PTP



Precision Time Protocol

TSC



Time Sensitive Communication

Rel



Release

UE



User Equipment

TSN



Time Sensitive Networking

TSN AF



TSN Application Function
UPF



User Plane Function

UP



User Plane

****** START OF CHANGES
5.X
Key issue #X: External 5GS TSN user plane interfaces 

5.X.1
Key issue details 

RFC 7384 [7] defines security requirements for time protocols. A non-compliant 5GS may not meet security requirements in a TSN domain and thus be unusable as TSN bridge or if used pose a security risk to other nodes in the network domain. For integrating a 5GS as a TSN bridge in an IEEE TSN network, the 5GS must be compliant with potential security requirements in a TSN domain.
In this KI, the security requirements for the external user plane interfaces at DS-TT and NW-TT are to be determined. Exemplary security requirements are confidentiality, authenticity, integrity and replay protection. RFC 7384 [7] introduces IPsec, MACsec or IEEE 1588-2008 [6] Annex K to fulfil these security requirements.

NOTE: We are not aware of any IEEE TSN specifications on security requirements on user plane, these requirements are derived depending on the use case.

Editor's note: It is ffs if TSN communication security requirements other than for time synchronization ahould be addressed as well.
5.X.2
Threats

TSN domains not meeting the security requirements from RFC 7384 [7] for time synchronization are vulnerable to:

· Rogue grand master attacks: A malicious node may send tampered messages to win the Best Master Clock Algorithm (BMCA)-based selection of the Grand Master Clock node for the TSN domain. Being the Grand Master Clock node, the malicious node may distribute manipulated times (accuracy degradation and false time).
· Spoofing: A malicious node may pose as Grand Master Clock node or intermediate node with high clock priority to distribute manipulated times (accuracy degradation and false time).
· Packet interception: In a man-in-the-middle scenario, an attacker may intercept (g)PTP messages and remove them to prevent synchronization (DoS), manipulate the packet delay (accuracy degradation and false time) or manipulate the messages content (accuracy degradation and false time).
· L2/L3 DoS attacks: Malicious nodes may use IP spoofing, ARP spoofing, MAC flooding and other attack techniques on L2/L3 to prevent (g)PTP communication (DoS). These attack categories may also affect other services in the network domain.
The impact of these attacks are DoS, accuracy degradation and false times being synchronized.

5.X.3
Potential security requirements 

5GS shall support the security requirements for time synchronisation within a TSN working domain as described RFC 7384 [7]:

5GS shall mutual authenticate with other TSN bridges.
gPTP and PTP communication shall be authenticated, integrity and replay protected.

gPTP and PTP communication may be confidentiality protected.

NOTE: Confidentiality is stated as optional in RFC 7384 [7].
The 5GS should not mandate the security properties, as this prevents usage of the 5GS in TSN networks not supporting the security requirements, e.g. in brownfield deployments.

5GS shall not downgrade the security for a TSN system. 

The security of a 5GS may be stronger than the security for a TSN system.
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